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Membership Inference Attack against Text-to-Image Model
Based on Generating Adversarial Prompt Using Textual Inversion*
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ABSTRACT

In recent years, as generative models have developed, research that threatens them has also been actively conducted. We
propose a new membership inference attack against text-to-image model. Existing membership inference attacks on
Text-to-Image models produced a single image as captions of query images. On the other hand, this paper uses personalized
embedding in query images through Textual Inversion. And we propose a membership inference attack that effectively
generates multiple images as a method of generating Adversarial Prompt. In addition, the membership inference attack is
tested for the first time on the Stable Diffusion model, which is attracting attention among the Text-to-Image models, and
achieve an accuracy of up to 1.00.
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Table 1. Generated Images according to input of Text-to-Image Model
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Table 2. Setting of Experiments

IEx?:::iiln method of generating Adversarial Prompt generation
setting = = = = per 1 query
. . iteration generation crossover mutation :
iteration . image
(i) (n) (c) (m)
ol o300 o oA 2 03 | O
(B) 3,000 50 10 4 7 0.3 500
(C] 5,000 50 10 4 0.3 500
on]  Stable Diffusion &#He| 245 LAION SSIM(21)& Axkelart. 712, Carlini $(16)

dataset(17)& member dataset> 2 A}8-3l%w
FHel AREA] %2 CC12M  dataset(18)%
non member dataset2@ ARgsigich Bl
threshold AA& 43¢ train dataset
member®} non member 727 10429 o]v|AE
At A, A7 threshold2 WA 2 34
S A8 test dataset> member®t non
member 77 2074-9] o]n]A & AME-3I9IT).
Textual Inversion® Adversarial Prompt
A 7 HA s digk AY 34 2AE Table
2.9 Yehlith. Textual Inversion & o]v]
Aol &l iteratione] 53 E3 EF Yvid
< AH&-8lth Adversarial Prompt A4 7|4k 3
Astz  onAE AT d= ol IAS
iteration(i)¥l HHEZIt} EE dvid Fr F 7
EZ dwidel s generation(n)7le] o]vwA]E
AyAslar, AA olw|Alel sl objective function
% Aikste] A 2 s e EE AdE A
g8t} 93l B2 dHldS crossover(c)/l &

11]6}04 cWe]  crossover® HFEElE,  H|E
mutation(m)®FEF mutationg gste] EZ 9
WY 35 9E

4.2 threshold 43

Textual Inversion®} Adversarial Prompt
A 71ME A stel] wigk Adl 4 AR (A), (B),
(C)oll ufe} o]uAE AL ¥ =2 A4
olw|z|e} Az o]nA|7} FAFEE memberd =
o] Frhi= AFE o] &3l WHAlE FEIIEE

£
A4 olvlAel i3t A ANkt mebd e
ofv
}_

1719] siwlgzh A4 ofmlx]e] qluld Ae]e] =
Akl A= (img_img) & AXFSRAL, pixel 59
frAleE  gelstax MSE(19), PSNRI(20],

A omlA] ZH ‘ﬁ"‘]‘ln:—% EH memorlzatloni
< RS & Axkst
Ak A5 Ax= lﬂ] °1”WQ} é 01 12 7+ A4
3} oAshA, A" 7 FARD fAke
(img_img), MSE, PSNR, SSIM=S Alxtslaict,
B =18 average(H1)e} over(over the
o]-43led  thresholdE A3}
averaget 59 HLFoli, over= average
o] AsEs Z+ HIE JRES Feolth
averages} over AARE thE 371A wWglel wel
AAkEl
- total : EE iterationel ©H& A o]z
average?} over
7y iterationel] Wik AA  o]w|x]€]
average®} over

°H\

average)s

- iter

wel(1~5,  5~10,

- range : EA :
sl WA olWxY

~iteration)ell

average®} over
2 =12 4 A5A#E(img img, MSE,
PSNR, SSIM)®=F} average®t over 5 3shtE
threshold A &% AM4-3l%itt. thresholdE A1¢)
3l7] g8, =E W9 (total, iter, range)el A
AARE A5 ZFoll4 member?} non memberXch
Y 22 A5s 2v 495 s A3 A9
FolA 2z /‘é%ﬂﬁ(img img, MSE, PSNR,
SSIM) e} 7F-E7F w2 average XX over’}
threshold A %7} =2, A== threshold ] 3&el
A Avke] S threshold oz AR
v}, AdA3 threshold ¢lAE Table 3.ol veh
sleh. Fel olmAle] W3] Textual Inversion¥
Adversarial Prompt A4 #b{o2 AAgE o]n
#19] A5 (img img, MSE, PSNR, SSIM) el
A A8k threshold & sJel= uk&g 34 3
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o 2] o]"|A]E memberztr ¢l&3c}, v.d B

4.3 AF &t B o= T2l 2de oigh 9wyl =2 349
71E AR 34 Aes =] 3 A==

Textual Inversion®} Adversarial Prompt Textual Inversion¥ Adversarial Prompt A
AA 718t HAZE o]nA]E A, AA o|n|A] wle gasledct T2l wdo] gl wluy] =2 3
o] 5% AAtste] dA3 thresholdZ WA F 7 DA captiono® o|u]AS A u) ﬂq
2 +4E& zasEdh Al”k W] gt 9 S olW|AE A uledslx] Fals EAlAS wbAs
£ 342 A Table 4.9 Heplisdet. As A T2 =9 oigt personalizationd Textual
= HAE Aoy o) R Inversion® & g o|v|A| & ZAFOoZH o]E W
- TPR (True Positive Rate) : memberg orsteinh, w3k, ole] &9 o|nx|E FFpHoT A

member® 27 o5 vlE 3l7] $)#) Adversarial Prompt A4 #E-S 28
- TNR (True Negative Rate) non slo], Fa] o]wx|9} SARF o]m|R|7} BAE 4 glw

memberE non member® 2| o %3} ul& 5 objective function® A9|star T2l o] ¢
- Accuracy AA Feld  memberet non 2o HAssledc}. w3k, H %2 Stable Diffusion

members 27 53 w& o sl W4 FE TS Zgsislen, Ao
1.009] Accuracy® 2Adslsict.

34 X A= FE(0.5) 8 =2 0. 55011 o= B Follx] Alekgk wnA] 22 TAd o)
A 1.004 74 Accuracys 243151 gk ol=A eldde qlzsly] ols. AYe gt
iters} rangeell & A-srr} totalel w3t *—o*’l dataset-s 2g3lar tf vhkgh #4S A18E Aot
AW Zt} ol threshold® =EE HH$¢(total,
iter, range)el W& A3} (average, over)E 7|4t
o7 AAsu g thresholdE AA3E Afe] Exe}

o} BE iterations thi= total®] A} (average,
over) B¢} v|s=s#|7] vl A 22},
Table 3. Example of Threshold
img img MSE PSNR SSIM
avg? over ? avgl over 1 avg ! over 1 avg? over 1
- 45.98 0.12 - 10.01 - 0.25 -

Table 4. Performances of Membership Inference Attack

. query img~generated img generated img~generated img
setting measure - -

total iter range total iter range

TPR 1.00 1.00 1.00 1.00 0.40 1.00

(A) TNR 0.40 1.00 0.10 0.90 1.00 0.10

Accuracy 0.70 1.00 0.55 0.95 0.70 0.55
*************** TPR | 100 | 05 | 100 | 100 | 045 | 100

(B) TNR 0.95 1.00 0.50 0.90 1.00 0.45

Accuracy 0.97 0.78 0.75 0.95 0.72 0.72
*************** TPR | 100 | 060 | 100 | 100 | 040 | 100

(C) TNR 0.80 1.00 0.50 0.85 1.00 0.50

Accuracy 0.90 0.80 0.75 0.93 0.70 0.75
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	개요
	1. p개의 초기 솔루션을 생성한다.
	2. objective function으로 각 솔루션을 평가하여, 설정한 기준에 따라 p개 중 일부 솔루션을 선택한다.
	3. 선택한 솔루션을 2개씩 짝지은 뒤, 각각 crossover하여 새로운 솔루션을 생성한다.
	4. 생성한 솔루션에서 비율 m만큼 mutation을 넣어, 새로운 솔루션을 생성한다.
	5. 솔루션을 업데이트하고, 과정 2~5를 반복한다.



